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NFC media), PIN codes and biometric scanners. Further typical 
functions of an access control system can be implemented with 
the "Dynamic Rights", including bag checks, repeat access block 
(anti-passback), access sequence control, reporting system, 
multiple person presence check and exclusion for a specific 
period of time following multiple failed attempts with two-factor 
authentication. When this system is integrated into GEMOS and 
linked to video surveillance cameras with the option of activating 
lockdown scenarios, this greatly enhances the ability to respond 
when security incidents occur. This enables direct control of 
security mantraps, controlled physical access systems, swing and 
revolving doors and access gates.
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GEMOS enables a centralised risk management system.

Reporting obligations of security incidents
In GEMOS access (access control system) we help you fulfil 
your reporting obligations in relation to security incidents with 
comprehensive detailed records of all access attempts and events. 
Furthermore, change histories and presence lists which can be 
evaluated during subsequent checks and analyses can be logged in 
the system.
Comprehensive reporting and action logs are made available in 
GEMOS (physical security information management system) 
in order to fulfil reporting obligations in the event of security 
incidents. Individual monitoring operations of integrated physical 
security and information systems (GEMOS interfaces) can be 
specifically set up, configured and, if required, modified using the 
GEMOS action plan processing. 
Furthermore, system and security monitoring logs are available 

from GEMOS itself and the integrated physical security and 
information systems (GEMOS interfaces). 
These tools can be used to quickly and systematically respond 
to unusual and unexpected system events and also suspicious 
activities related to system security. 

As authorised GEMOS operator, you therefore have access to the 
wide range of instruments (reports) which are available to you to 
meet your reporting obligation in the event of security incidents. 

Security incident
(Excerpt from the law on implementation of the NIS-2 DIRECTIVE, 

definitions)

A security incident shall be considered to be significant if: 
a)	 it has caused or is capable of causing severe operational 
disruption of the services or financial loss for the entity concerned 
or
b)	 it has affected or is capable of affecting other natural or legal 
persons by causing considerable material or non-material damage.
GEMOS provides you with a complete overview (WHAT-WHEN-

WHERE) of all security events. This increases efficiency considerably 
in terms of monitoring, detecting and reacting to security incidents. 

Furthermore, we offer many advanced options in the form of 
GEMOS modules to satisfy your individual security requirements in 
every respect.
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Emergency and recovery measures 
Apart from the normal backup options in a GEMOS system, failure 
safety and immediate recovery are a high priority.
GEMOS - ENTERPRISE ONE SERVER serves as  
an optional basis for safeguarding against failure of a GEMOS system. 
This can be done, for example, by operating two GEMOS servers in 
hot standby mode. Permanent monitoring ensures that if the server 
or network communication with the first GEMOS server fails, this is 
detected and a changeover to the second GEMOS server automatically 
takes place.
When an individual server fails, this does not result in restrictions or 
message loss in the GEMOS system. The recovery of normal operation 
(synchronisation of GEMOS server databases) and reactivation of the 
first GEMOS server are also supported.

The following basic functions are provided by the  
GEMOS – ENTERPRISE ONE SERVER:
Real-time data redundancy:
•	 Message statuses
•	 Commands/Instructions
•	 Alarm stack
•	 Message log

Master data replication:
•	 Databases
•	 Files

We recommend for the high availability requirements of a GEMOS 5 
system in the sense of the security level "Function must be maintained 
at all times, 24/7 operation (24 hours a day, 7 days a week)" to use 
a spatial separation of the GEMOS server. The GEMOS system can 
consist of physical GEMOS server hardware and/or virtualised GEMOS 
server environment. There is more to emergency and recovery 
measures than just a system backup, which is why we offer integrated 
solutions.
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Security audits, auditing of  
security standards, documentation
GEMOS:
•	 GEMOS security: configured encryption: TLS cryptologies 1.3 – 

AES-256 according to BSI (German Federal Office for Information 
Security)

•	 Non-platform specific (including administration and storage of 
imported or generated certificates and the corresponding private 
codes) – operating systems such as Windows or Linux can be 
used on servers and workstations.

•	 Web-based user and operator interface: installations, updating of 
client software, additional runtime environments at workstations 
are basically not required.

•	 All databases are and will remain on the GEMOS servers. No 
databases (or parts thereof) are located on the workstations.

	 GEMOS – ENTERPRISE ONE SERVER:
•	 The exchange of real-time data (message statuses, commands/

instructions, alarm stack, message log) between the GEMOS 
servers takes place securely via the configurable setting 
(BSI-compliant (German Federal Office for Information Security)) 
by means of TLS 1.3 - AES-256 encryption.

•	 The continuous, automatic and monitored synchronisation 
of data by means of master data replication (databases and 
files) between GEMOS servers is carried out securely using a 
configured setting (compliant with German Federal Office for 
Information Security) via TLS 1.3 - AES-256 encryption.

•	 Server independence of the modular GEMOS interfaces to the 
physical security and information systems

•	 Rights and roles concept – based on granular GEMOS system 
architecture

•	 User authentication – comprehensive support of security settings 
(password length/validity/ complexity, support for 2-factor 
authentication using WebAuthn standard of FIDO2/U2F, but also 
support for Time-based One Time Password und Hash-Based-
One-Time-Password)

•	 Central control via the GEMOS server (installation, configuration, 
update of GEMOS interfaces and GEMOS modules)

GEMOS access:
•	 Browser-based operation, no installation of software on the 

workstations
•	 Flexible configuration by abstracting the access rights from the 

room structure (management of room zones and reader groups)
•	 Encrypted data transmission (with appropriate reader hardware 

from the card/card reader to the data traffic of the bus 
communication – bus encoding)

Training courses – raising awareness and  
promoting a security culture

Comprehensive seminars and training courses are available to 
meet the needs of participants. You will be guided on your path to 
success by our expert product trainers with many years of practical 
experience. The seminars and training courses are held in German 
or in English:
• Location-independent online training
• BKS in-house training facilities  

in Berlin and Offenbach am Main (Germany)
• On-site trainings (certain training content requires pre-arranged 

and available infrastructure)

Training courses for

GEMOS academy

• Sales/Planner
• Technical sales/Customer care
• Installer
• User/Operator
• One-to-one training
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We create solutions
The implementation of GEMOS (physical security information 
management system) and GEMOS access (access control system) in 
the context of the NIS-2 Directive has many benefits, especially for 
companies who need or would like to optimise their IT and physical 
security infrastructure. The specific advantages:

•	 Integration of security data
	 GEMOS provides the option of integrating security data from 

various sources, physical or digital. It can therefore provide a 
comprehensive picture of the overall security landscape at a 
company.

•	 Centralised administration and monitoring
	 With GEMOS, all security measures can be administered and 

monitored centrally. This central risk management is decisive for 
improving coordination during security incidents and ensuring a 
fast, effective response.

•	 Automation and secuity processes
	 Many security processes, including alarm management and 

escalations, can be automated in GEMOS. This reduces the need 
for manual interventions and increases efficiency which helps 
improve continuous monitoring and the ability to respond.
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•	 Fast response
	 As security data can be integrated and analysed in GEMOS, the 

response is much quicker in the event of security incidents for 
minimising the effects of security incidents and ensuring the 
protection of critical infrastructures.

•	 Comprehensive risk analysis and evaluation
	 GEMOS provides advanced tools for carrying out risk analyses and 

evaluations. This helps companies identify potential weaknesses 
in their infrastructure and develop suitable measures for 
minimising risk.

•	 Compliance with legal requirements
	 By providing support with monitoring, detecting and reporting 

security incidents, GEMOS gives companies the support they 
need to fulfil the compliance requirements. This includes the 
documentation of incidents and reporting to the relevant 
authorities.

Sources:
•	EU NIS-2 Directive
•	EU RCE Directive also known as CER Directive (Critical Entities Resilience Directive) 
•	BSI Act (BSIG)
•	 Ordinance for Determining Critical Infrastructures according to the Act on the  
	 German Federal Office for Information Security (BSI Critical Infrastructure Regulation – BSI-KritisV)
•	Law on implementation of the NIS-2 Directive and on regulating the main features  
	 of the information security management in the federal administration 
•	KRITIS Umbrella Act (KRITIS-DachG) 
•	openkritis.de



Notes
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BKS GmbH 
Heidestr. 71 
42549 Velbert 
Germany 
Tel.	+49 2051 201-0 
Fax	+49 2051 201-9733

Gretsch-Unitas GmbH 
Baubeschläge 
Johann-Maus-Sr. 3 
71254 Ditzingen, Germany 
Tel.	+49 7156 301-0 
Fax	+49 7156 301-77980

www.g-u.com

Contact 
GEMOS und GEMOS access sales contact
Are you looking for a GEMOS expert contact? 
If so, just write to us, we will be pleased to help.
info@bks.de

https://www.bks.de/de-en/kontaktformular

GEMOS - drop in and take a look:

7pxl.de/GEMOS-App/


